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Code Number Workload Credits Semester Frequency Duration
48080/81 180 h 6 2 summer semester 1 Semester
Course Title Contact hours Self-Study Planned Group
- Size
Digital Systems 2 4SWS/60h 120 h

25 students

Course Description

The module is expanding student competence to understand, analyze, develop, set up and
evaluate digital systems based on the latest scientific state of the art. This involves mainly the
topics security in cyber-physical systems (CPS) and operating systems. During the module,
students will develop a security concept for the 10T devices from Digital Systems 1.
Furthermore, they will structure an application with real-time requirements according to the
operator controller module (OCM) and select an appropriate operating system for the device.
Recent topics from research projects (e.g. smart grid, eMobility) complement the course with
the aim to stimulate discussion of scientific results.

Course Structure

Introduction to internet security for CPS

Architectures for trusted platforms

Secure communication

Intrusion detection and advanced methods in CPS
Authentication, data protection and privacy and loT systems
Introduction to the Operator-Controller-Module

Real-time processing

Operating systems (OS) and databases for embedded systems
Case study of a state-of-the-art application, e.g. smart grids
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Application Focus

Project IoT System: students will the security system for the loT system from the previous
semester. Furthermore, they will implement an application with real-time aspects based on a
selected operating system. The respective case study will be taken from a recent R&D project
or an industry case. The result will be a demonstrator system.

Trainings: students attend a training for CPS security tools from Institute for Internet Security.

Scientific Focus

Students will do a scientific evaluation of the security issues in a specific domain (e.g. eMobility
charging systems) based on recent scientific literature.

Parameters

e ECTS:6
e Hours of study in total: 180
e Weekly hours per semester: 4
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- Contact hours: 60
- Self-Study hours: 120
e Course characteristics: compulsory
e Course frequency: every year — summer semester
e Maximal capacity: 25 students
e Course admittance prerequisites: none
e Skills trained in this course: theoretical knowledge, practical skills and scientific
competences
e Assessment of the course: Theoretical knowledge: Written Exam at the end of the
course (50%) and Practical Skills: Individual programming task (50%): implementation
of an 10T security system in device, communication and cloud level (e.g. based on
Eclipse 10T stack) => demonstration of the result
e Teaching staff: Prof. Dr. Ingo Kunold, staff from IKT institute, guest lecturers from joint
research projects

7 Learning outcomes

7.1 Knowledge
o Knows relevant theoretical foundations of internet security
¢ Knows relevant architectures for trusted platforms
¢ Knows relevant secure communication protocols
o Know the theoretical background of the operator controller module (OCM)
¢ Know methodical background of real time system design
e Is aware of critical limitations of CPS security and real-time OS
7.2 Skills
e Can develop a secure 10T system
e Can implement real-time OS into I0T systems
e Can apply state of the art tools for CPS security
e Can select embedded OS according to system requirements
7.3 Competence — attitude
e Can discuss CPS security issues with experts
e Can lead cross domain design for loT systems based on OCM
e Understands the connections between cloud security and 10T security

8 Teaching and training methods

e Theoretical knowledge: e-learning modules on 10T security and operating systems, tool
tutorials

e Practical Skills: Projects, Labs & Exercises, continuation of the small project with an loT
device, OSGi software architectures, Cloud systems and microservice architectures

e Scientific Competences: own research on IoT security issues and, Semantic Web
Technologies

9 Course mapping

Input for:

MOD-EQ09 - Smart Home & Smart Building & Smart City
MOD-E10 - Edge Computing

Input from:

MOD1-03 - Digital Systems 1
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